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Are all paper ballot solutions Are all paper ballot solutions 
created equal?created equal?

What does California know that What does California know that 
we don’t know?we don’t know?

AVANTE PRESS CONFERENCEAVANTE PRESS CONFERENCE
• 3:00 PM, August 21, 2007 (Tuesday)

• Fraunces Tavern Museum, Flag Gallery, 3rd Floor, 
54 Pearl Street, New York, NY 10004



US 6,892,944; 7,077,313; 7,036,730 & pending patentsUS 6,892,944; 7,077,313; 7,036,730 & pending patents

VOTING SYSTEM DILEMMA?VOTING SYSTEM DILEMMA?

FL “Educated” Choice:FL “Educated” Choice:

• Change to Optical Scan & Paper Ballots

CA “Default” Choice:CA “Default” Choice:

• Use Optical Scan & Paper Ballots 

New York Activist Groups’ Choice:New York Activist Groups’ Choice:

• Push to use Optical Scan & Paper Ballots 

Other Activists’ Group Choice:Other Activists’ Group Choice:

• Hand Count Paper Ballots
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• Optical scan paper ballot systems 
receive little scrutiny. Are there
hidden dangers that we don’t knowthat we don’t know
about?
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Are Paper Ballot Systems Necessarily More Secure Than A Are Paper Ballot Systems Necessarily More Secure Than A 
Properly Designed & Engineered DRE with VVPB?

AP AP Wednesday, January 24, 2007January 24, 2007 - Updated: Jan 26, 2007 05:25 AM EST

Ohio election workers convicted of 
rigging ’04 Presidential recount’04 Presidential recount
CLEVELAND - Two election workers were convicted Wednesday of rigging a 
recount of the 2004 presidential election to avoid a more thorough reviewto avoid a more thorough review in 
Ohio’s most populous county.
http://news.bostonherald.com/politics/view.bg?articleid=179006

Properly Designed & Engineered DRE with VVPB?

Which System?  Optical Scan Paper Ballots! Optical Scan Paper Ballots! 
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Guard Against Misplaced BallotsGuard Against Misplaced Ballots
The Intelligencer August 18, 2007
http://www.theintelligencer.net/page/content.detail/id/51908.html

When the votes were counted last Saturday night — or at 
least, when everyone thought they all had been counted 
— it appeared that voters had approved table gambling 
at a Cross Lanes dog track by a razora razor--thin marginthin margin. More 
than 45,000 ballots were cast; the apparent margin of apparent margin of 
approval was just 33 votesapproval was just 33 votes.

Then, election workers began finding ballots that hadn’t 
been counted. In six different precincts, a total of 438 a total of 438 
uncounted ballots were discovereduncounted ballots were discovered. All of them were 
from “early voting” in advance of the day on which the 
referendum was held.

http://www.theintelligencer.net/page/content.detail/id/51908.html
http://www.theintelligencer.net/page/content.detail/id/51908.html
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• Are there any fundamental 
differences between the 
disgraced and outlawed punch 
card optical scanning systems 
and the Marksense paper ballot 
optical scan system?
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Question:Question: Are there real differences Are there real differences between traditional 
marksense ballots & punch-card ballots?

PunchPunch--card Paper Ballots:card Paper Ballots:

1. Voters punch holes to make 
choices on paper ballots

2. Holes that are not punched or 
removed completely will not be 
read correctly:   % error?

3. Almost no errors when holes are 
punched cleanly

4. Voters are not notified how their 
ballots are read and recorded

5. Punch cards may be tampered 
with post election

6. Punch card ballots are outlawed

MarkMark--sense Paper Ballots:sense Paper Ballots:

1. Voters mark ovals to make choices 
on paper ballots

2. Ovals that are not marked 
adequately or smeared by erasures 
will not be read correctly:  % error?

3. Slightly more errors even when 
ovals are marked properly

4. Voters are not notified how their 
ballots are read and recorded

5. Paper ballots are even easier to 
tamper with post election

6. Paper ballots are viewed as secure

Hint:Hint: LA unintentionally humored us with “INKLA unintentionally humored us with “INK--AA--VOTE” by marking VOTE” by marking 
on the punch card ballots instead of punching the holes.on the punch card ballots instead of punching the holes.
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•• If optical scan paper ballot If optical scan paper ballot 
systems are better choices, systems are better choices, 
are all PBOS created equally?are all PBOS created equally?
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Optical scan systems are “direct recording electronics” also!direct recording electronics” also!

Opscan reports local 
tallies on flash memory (R/W)

Central consolidation of 
votes using flash memory

Recount & canvass 
with marked ballots

Voter marks his ballot Voter signs-in and is 
given a paper ballot

Optical scans ballot & indicates 
any over-votes or under-votes
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Optical scan systems are 
“direct recording electronics” also!direct recording electronics” also!

Voter signs-in and is given a 
paper ballot.

Vulnerabilities:
1.1. Bogus ballotsBogus ballots are readily made.
2.2. “Errors” in chain“Errors” in chain--ofof--custodycustody of blank ballots and 

voted ballots are common.
3.3. Cost and errors Cost and errors are inherent in printing and 

managing thousands of different ballot styles.
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Optical scan systems are 
“direct recording electronics” also!direct recording electronics” also!

Voter marks his ballot. 

Vulnerabilities:
1.1. 1.5%  voter errors in under and over votes for 1.5%  voter errors in under and over votes for 

Presidential racesPresidential races plusplus additional errors. 
2.2. 3.53.5--20% voter error rates20% voter error rates are common for other 

lesser races. 
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Optical scan systems are 
“direct recording electronics” also!direct recording electronics” also!

Standard optical scan systems only  
indicate any over-votes or under-votes! 
(Indicating specific contest is NY State Laws only)

Vulnerabilities:
1. Ballots are scannedscanned & & counted electronicallycounted electronically with 0.5% 

or more inherent error rates (marginal marks & skewing). 
2. PBOS only tells you that you have some “over-voted” or 

“under-voted” contests but NOT how your ballot is read!NOT how your ballot is read!
3. There is less transparencyless transparency than with a DRE and VVPR 

that your vote is counted or counted correctly!
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Opscan reports local tallies on flash memory (R/W)

Central vote consolidation uses flash memory.

Vulnerabilities:
1. Today, traditional systems use read/write flash memories 

to transfer vote tallies. Flash memories can be changed Flash memories can be changed 
without a trace. without a trace. 

2. No digital images (photos) of the paper ballots are 
captured. If the retained paper ballots are erased, retained paper ballots are erased, 
smeared, tampered, or substituted there is no smeared, tampered, or substituted there is no 
evidence to trace. evidence to trace. 

3. That is, all is well as long as the tallies “match”  the all is well as long as the tallies “match”  the 
tampered paper ballots within 0.5tampered paper ballots within 0.5--2.0%!2.0%!

Optical scan systems are “direct recording electronics” also!direct recording electronics” also!
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Optical scan systems are 
“direct recording electronics” also!direct recording electronics” also!

Recount & canvassing proceeds with 
completed, marked ballots.

Vulnerabilities:

1.1. Since no digital images of the ballots are kept, if the Since no digital images of the ballots are kept, if the 
tallies match within 2% of the erased, smeared, or tallies match within 2% of the erased, smeared, or 
substituted paper ballots it is not traceable.substituted paper ballots it is not traceable.

2. With the “no fault” absentee voting, there are plenty of 
paper ballots that can be added or tampered with.  
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OPTICAL VOTEOPTICAL VOTE--TRAKKERTRAKKER™™

(PRECINCT(PRECINCT--BASED)BASED)

Not All Optical Scan Systems Not All Optical Scan Systems 
are Created Equally in are Created Equally in 
Accuracy and Security!Accuracy and Security!
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Not All Optical Scan Systems are Created Equally in Accuracy andNot All Optical Scan Systems are Created Equally in Accuracy and Security!Security!

Voter signs 
in and is given 
a paper ballot.

Recount & 
canvass with 
marked 
ballots and/or 
WORM CD-R 
that can be 
authenticated 

Reports local tallies, ballot images, 
and event log on write-once-read-many 
CD-R that was authenticated by the 
jurisdiction and “signed” by precinct 
election officials and/or observers.

Central 
consolidation 
of votes using 
authenticated 
and signed 
WORM CD-R 
instead of 
flash 
memories.

Voter marks 
his ballot. 

Scans & indicates HOW the ballot is 
deciphered and any over or under votes. 
Also captures the ballot image.  
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Not All Optical Scan Systems are Created Equally in Accuracy andNot All Optical Scan Systems are Created Equally in Accuracy and Security!Security!

Voter signs in and is given a paper ballot.

Vulnerabilities Mitigated:
1. Ballots bear machinemachine--readablereadable unique random identifiers thatunique random identifiers that

cannot be forged or duplicatedcannot be forged or duplicated. 
2. Unlimited numbers of ballot styles can be printed on-demand at the 

polling places. 
3. In response to “privacy” concerns, one can point out that a machine-

readable authentication identifier is less of a  problem than “no fault” 
absentee ballots used in many states.
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Not All Optical Scan Systems are Created Equally in Accuracy andNot All Optical Scan Systems are Created Equally in Accuracy and Security!Security!

System scans & 
indicates HOW the 
ballot is deciphered 
and any over or 
under votes and 
also captures the 
digital ballot images.  

Voter 
marks his 
ballot.

Vulnerabilities Mitigated:
1. Ballots are scanned and digitally imageddigitally imaged as an audit trail. 
2. AVANTE OPTICAL VOTE-TRAKKER® displays exactly how yourdisplays exactly how your

ballot is readballot is read and any “over-voted” or “under-voted” contests.  

3.3. Pixel measurements resolve lighter & most smeared markingsPixel measurements resolve lighter & most smeared markings..
4. Errors are corrected by completing a new ballot. 
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Not All Optical Scan Systems are Created Equally in Accuracy andNot All Optical Scan Systems are Created Equally in Accuracy and Security!Security!

Recount & 
canvassing with 
marked ballots 
and/or WORM 
CD-R that can be 
authenticated. 

Reports local tallies, ballot images, 
and the event log on write-once-read-
many CD-R that was authenticated by 
the jurisdiction and “signed” by precinct 
election officials and/or observers.

Central consolidation of votes 
using authenticated and signed 
WORM CD-R instead of flash 
memories enhances security.

Vulnerabilities Mitigated for Precinct-Based Optical Scan System:
1. Since real-time digital ballot images are kept, any submitted and tampered 

paper ballots can be easily traced.  

2. The use of a signed WORM CD-R as the transfer media containing the
digital ballot images and event log makes insider tampering almost 
impossible without being caught.  

3. To resolve problems with adding, substituting, or tampering with absentee 
paper ballots, detailed video chain-of-custody monitoring must be used.
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FL “Educated” Choice:FL “Educated” Choice:

• Change to Optical Scan & Paper Ballots

CA “Default” Choice:CA “Default” Choice:

• Use Optical Scan & Paper Ballots 

New York Activist Groups’ Choice:New York Activist Groups’ Choice:

• Push to use Optical Scan & Paper Ballots 

Many Other Activists’ Group Choice:Many Other Activists’ Group Choice:

• Hand Count Paper Ballots

Is an Optical Scan Paper Is an Optical Scan Paper 
Ballot System the Ballot System the right orright or

wrongwrong choice?choice?
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Voter signs in 
and is given a 
paper ballot.

Recount & 
canvass with 

marked ballots 
and/or WORM CD-

R that can be 
authenticated. 

Scans & indicates 
HOW the ballot is 

deciphered and any 
over or under votes. 

Also captures the 
ballot images.  

Reports local 
tallies, ballot images, 
and the event log on 
a write-once-read-

many CD-R that has 
been authenticated 

by the jurisdiction and 
“signed” by precinct 

election officials 
and/or observers.

Central 
consolidation of 

votes using 
authenticated 

and signed 
WORM CD-R 

instead of flash 
memories.

Voter marks 
his ballot. 

Not All Optical Scan Systems are Created Equally in Accuracy andNot All Optical Scan Systems are Created Equally in Accuracy and Security!Security!

Opscan 
reports 

local tallies 
on flash 
memory 

(R/W)

Central 
consolidation 
of votes using 
flash memory Recount 

& canvass 

Voter 
marks his 

ballot 

Optical 
scans ballot 
& indicates 
any over-
votes or 

Voter 
signs-in and 

is given a 
paper ballot

with marked 
ballots

under-votes
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Voter 
signs-in 
and gets 
a ballot 
Access 
“VID” 
card

Voter 
“guided” 
to vote on  

touch-
screen 

DRE

Voter 
verified paper 
ballot (VVPB) 
as recorded 

in DRE

Central  
consolidation 

of votes 
using CD-R

DRE reports 
local tallies on 
CD-R (WORM)

Recount & 
canvass with 

VVPB and CD-R

Opscan 
reports 

local tallies 
on flash 
memory 

(R/W)

Central 
consolidation 
of votes using 
flash memory Recount 

& canvass 
with marked 

ballots

Voter 
marks his 

ballot 

Optical 
scans ballot 
& indicates 
any over or 
under-votes

Voter 
signs-in and 
gets a paper 

ballot

Are you sure your vote is counted and counted correctly?Are you sure your vote is counted and counted correctly?
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Scientific Studies Sponsored by New York State Scientific Studies Sponsored by New York State 
Proves the Properly engineered DRE with VVPB More Proves the Properly engineered DRE with VVPB More 

Trustworthy and Easier to Use ! Trustworthy and Easier to Use ! 
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AVANTE DRE (Paging)    0%      0% (2002-2006)
AVANTE DRE (Full-Face) 0%      0% (2006)

A Properly Engineered DRE with VVPB is the Only System A Properly Engineered DRE with VVPB is the Only System 
Proven to Yield 0% Residual Votes (Voter Errors)Proven to Yield 0% Residual Votes (Voter Errors)
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Voter 
signs-in 
and gets 
a ballot 
Access 
“VID” 
card

Voter 
“guided” 
to vote on  

touch-
screen 

DRE

Voter 
verified paper 
ballot (VVPB) 
as recorded 

in DRE

Central  
consolidation 

of votes 
using CD-R

DRE reports 
local tallies on 
CD-R (WORM)

Recount & 
canvass with 

VVPB and CD-R

Not All DREs with VVPR are Created Equally in Accuracy and SecurNot All DREs with VVPR are Created Equally in Accuracy and Security!ity!
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•• DRE with VVPR?DRE with VVPR?

•• PrecinctPrecinct--Based Optical Scan Based Optical Scan 
with Ballot Marking Device?with Ballot Marking Device?

•• PrecinctPrecinct--Based Hand Counting Based Hand Counting 
with Ballot Marking Device?with Ballot Marking Device?

1.1. Depends on the jurisdiction. Depends on the jurisdiction. 

2.2. Choose systems that have been Choose systems that have been 
engineered for security and engineered for security and 
accuracy. accuracy. 
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Voter signs in 
and is given a 
paper ballot.

Recount & 
canvass with 

marked ballots 
and/or WORM CD-

R that can be 
authenticated. 

Scans & indicates 
HOW the ballot is 

deciphered and any 
over or under votes. 

Also captures the 
ballot images.  

Reports local 
tallies, ballot images, 
and the event log on 
a write-once-read-

many CD-R that has 
been authenticated 

by the jurisdiction and 
“signed” by precinct 

election officials 
and/or observers.

Central 
consolidation of 

votes using 
authenticated 

and signed 
WORM CD-R 

instead of flash 
memories.

Voter marks 
his ballot. 

Voter 
signs-in 
and gets 
a ballot 
Access 
“VID” 
card

Voter 
“guided” 
to vote on  

touch-
screen 

DRE

Voter 
verified paper 
ballot (VVPB) 
as recorded 

in DRE

Central  
consolidating 
votes using 

CD-R

DRE reports 
local tallies on 
CD-R (WORM)

Recount & 
canvass with 

VVPB and CD-R

Are you sure your vote is counted and counted correctly?Are you sure your vote is counted and counted correctly?
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The current New York 
State Election Code 
on escrowing ALL ALL 
source codessource codes
include:

1. Vendor developed 
software modules.

2. Third party 
operating systems.

3. Third party 
software functional 
modules.

4. All drivers for 
components such 
as printers, touch-
screens, etc.

5. All compilers

6. All firmware 
(software inside 
hardware 
components) that 
may include:

• Bios

• Embedded 
CPU and/or 
MCU codes

• Graphic chip 

• etc.

Source Codes (High level programming language):
1. Human readable representation-recipe of the instructions that the computer uses for its operation. 
2. FEC 2002 VSS and EAC 2005 VVSG all require detailed explanations of source codes (within the source codes) 

written by all voting system vendors.
3. Standard computers are loaded with different software execution codes so that it can perform different functions 

between different components (microprocessor, memories, graphic display, etc.) of the computer.  All of these 
sub-components involve firmware (machine-based software) and execution codes of different functional modules. 

4. The voting systems use third party operating systems to develop capabilities and provide complicated functions 
(such as those required for accessible voting features such as foreign languages and speech engines). 

5. Most election systems use some established software modules or packages for special database functions and 
drivers for printer and/or touch-screen displays. 

6. Some vendors previously developed simple voting systems (commonly found in 1970-2000) for “touch-button” 
direct electronic recording using simpler processors such as the Z80, etc. The vendor developed all the required 
functions and interfaces and thus had available to themselves all software source codes and execution codes.

7.7. Most current voting systems providing accessibility features useMost current voting systems providing accessibility features use Microsoft based Microsoft based 
operating systems because of the abundant availability of functioperating systems because of the abundant availability of functional modules. onal modules. 
Additional software from third parties (including Microsoft themAdditional software from third parties (including Microsoft themselves) is also selves) is also 
common.common.

Compilers (Converting high level to machine level language):
1. The Compiler is software that converts human-readable source code into machine-readable execution codes. 

Some compilers are developed by the developers of the software, such as Microsoft themselves. 
2. Having source code without the compiler source code is almost as good as only having execution codes.
3.3. Most compilers are pieced together. Full availability of source Most compilers are pieced together. Full availability of source code is unlikely for Linux code is unlikely for Linux 

or Windows.or Windows.

Execution Codes (Machine level programming language):
1. Execution Codes are computer instructions (machine language) that have been converted (compiled) from the 

source codes. Execution codes can be escrowed with Federal, State, and County authorities.
2. Expert programmers can make additions and modifications to execution codes directly without using the compiler 

or language converters thereby changing the source codes.
3.3. Vendor developed source codes, and all of the execution codes ofVendor developed source codes, and all of the execution codes of the operating the operating 

system, database, speechsystem, database, speech--engines, drivers, etc. are all “bound” (hashed) with SHA1 engines, drivers, etc. are all “bound” (hashed) with SHA1 
and escrowed.and escrowed.


	AP  Wednesday, January 24, 2007 - Updated: Jan 26, 2007 05:25 AM EST Ohio election workers convicted of rigging ’04 Presiden
	OPTICAL VOTE-TRAKKER™ (PRECINCT-BASED)

